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How to Protect Video Surveillance Systems against Lightning Strikes

A step by step guide for Security Managers and operations staff to protect their video 

surveillance systems against the catastrophic consequences of lightning strikes.
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Video surveillance systems are very sensitive 

to high voltages and because of this a lightning 

strike can cause irreparable damage not only 

to outdoor cameras, but data transmission 

equipment as well. A typical surveillance 

system is divided in three parts:

equipment, the most important parts of a surveillance system, are at much greater risk from lightning. Once 

these devices are damaged the whole surveillance system would not work properly and if they are spread 
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Three Types of Lightning

Direct Strikes: a straight hit on the camera and or the cable in the open air usually causing serious damage 

conductors work because they are placed at the highest point and draw the lightning away from the equipment.

Lightning Induction: Responsible for more than 80% of lightning damage to surveillance equipment, induction 

Earth Potential Strike:

a very high transient voltage. Surveillance equipment placed close to the ground connector of a lightning 

conductor is at serious risk of damage from the earth potential of a strike.

Protecting Equipment from Direct Lightning

point so that it attracts the strike away from the cameras and 

wire, or the pole itself in the case of a pole mounted camera. 

may not need an additional lightning conductor.

electromagnetic interference in the video signal when the pole 

in metal conduit, not in open air, and buried in the ground. Both 

ends of the metal conduit must be securely grounded.

Protecting Equipment from Lightning Induction

A 3-in-1 video lightning protector for power, video and data is 

the best protection against damage from lightning induction. 
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of the cables.

Most video lightning protectors on the market today provide two

levels of protection:

resistance should be not more than 4ohm. 

For maximum protection the lightning protector and the equipment should be as close as possible, there

cable should not be more than 0.5m long and must be properly grounded.

Good Ground Connection is Always Essential

Finally, the performance of all lightning protection, lightning conductors and 3-in-1 induction protectors comes 

from being struck be lightning, but with good preparation and 

equipment, chances of a strike and the resulting damage can be 
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By helping channel partners provide their customers with complete, affordable, best-in-class, large and small video 

So that Infinova channel partners can create complete solutions, Infinova provides IP surveillance cameras and 

components, CCTV analog cameras, DVRs and components, camera accessories, monitors, power supplies and fiber 

http://www.infinova.com/
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