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Ethernet Based Video Switching and Fiber Optics
Enable Efficient Monitoring of Major U.S. Port

The monumental task of upgrading security at America's ports has already begun under the
U.S. Department of Homeland Security (DHS). With most projects involving integration of
multiple systems--such as Video Surveillance, Access Control and Intercom--usually on a
large scale and in complex configurations, it is essential that the most efficient designs are
developed and implemented. This is important both as a cost savings consideration and a
systems manageability factor.

In the first security upgrade of a major port under DHS, Infinova products have been used
to enable the most efficient implementation possible. Although the port cannot be named
for security reasons, it is a highly active facility through which thousands of cargo
containers, thousands of vehicles and vessels, and tens of thousands of people pass each
day. With the threat of terrorism a constant concern, it is important that each of these is
monitored to the fullest possible extent, especially in alarm conditions.

Multiple nodes

The security system configuration is based on the concept that each terminal is a
protection entity or node (see system diagram on reverse page). Each terminal has a
number of local cameras and an additional number of remote cameras, most of which are
in parking facilities. Depending on the size and location of the terminal, it will have its
own Remote Command Center (RCC) or will share an RCC with one other terminal.
Administrative buildings and smaller structures may also feed into an RCC. The typical
RCC handles about 150 cameras, of which 25-30 are PTZ domes and the remainder
fixed. The RCC has first responsibility for the areas it monitors and can usually react to
alarm situations immediately. There are five or six RCCs, depending on expansion status.

All of the RCCs, in turn, are tied into one central facility, the Emergency Operations
Center/Security Command Center (EOC/SCC). Here security authorities, such as the TSA
(Transportation Security Administration) and local departments, are able to oversee
security for the entire port as a whole. This enables overall security status assessment
and analysis of events to determine any patterns or other relationships that would not be
evident to any individual RCC, which would not have immediate access

to information from other RCCs.

Easy, automatic camera selection

Infinova's Ethernet based video matrix switchers provide an elegant
solution to the problem of providing the EOC/SCC access to all of the
port's approximately 1,000 cameras. At each RCC, an Infinova switcher
receives signals from all of the cameras, local and remote, for the
terminal or terminals it handles. Most of the monitor outputs are for
local use at the RCC. But a certain number of monitor outputs from the
RCC switcher, usually two or more, are dedicated to the EOC/SCC.
How can the EOC/SCC select which cameras at a certain RCC are
going to be sent through the outputs that are dedicated to the
EOC/SCC so they can be viewed there? With Infinova's switchers it's
simple. The EO

Synopsis:

Built-in Ethernet networking
featured in video matrix switchers
enables efficient communication
and control between nodes
comprising a major port installation
of approximately 1,000 cameras.
Fiber optics handle video and data.

Location:

Major U.S. port that cannot be named
for security reasons.

Infinova Equipment Used:

© 5 /2040 Ethernet controllable video
matrix switchers

® 3 each of video loss detection
modules, switch follower modules,
alarm follower modules and auxiliary
follower modules, and 2 each of
looping panels and alarm interface
modules

e 345 1- to 8-channel fiber optic video

and audio transmitters and receivers,

21 subracks, 4 multi-slot chassies and

power supplies

Critical Infinova advantages:

e Pioneering built-in Ethernet networking

video matrix switchers

e Industry’s largest optical budget, widest

optical dynamic range and highest rack
density on fiber optic modems

e Customization on alarm handling and

interface with access control system

Delivery Date:
August, 2003

DHS Secretary Tom Ridge visits
this major port prior to upgrade.
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